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Login.gov Setup

1. Setting up LOGIN.GOV user account:

a. Go to: https://famauth.wildfire.gov/

Note: This will be your access point for LESO FEPMIS from now on so you can
bookmark this page.

b. Select Public Partners (Login.gov)

ﬁwild{andFireAppLicationPortal ® Y Y § » @ A

oL lEG . <o

To login to your Wildland Fire Application please select one of the two tiles, Login.gov
or eAuthentication:

User notices

Application
Public partners @ LOGIN.GOV Government @®enuth FEMS
Login.gov is a service that eAuthentication is the system
offers secure and private @ that allows users access to
online access to government Wildland Fire Apps and FEMS
programs through a Private Services using government
Non-Federal account. clearance. Provisional Data Sets (8/10/2023)

Provisional data sets are being used,

operational decisions should be
made with caution.

/\ Upon logging in, you agree to the following information:

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18, United
States Code 1030,

This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or exceeds
authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses information or
prevents authorized use of (data or a computer owned by or operated for) the Government of the United States shall be
punished by a fine under this title orimprisonment for not more than 10 years, or both.

All activities on this system and network may be monitored, intercepted, recorded, read, copied, or captured in any
manner and disclosed in any manner by authorized personnel. THERE IS NO RIGHT OF PRIVACY ON THIS SYSTEM.
System personnel may give to law enforcement officials any potential evidence of crimes found on this USDA computer
system.

USF OF THIS SYSTFM RY ANY USFR. ALITHORIZED OR UNAUTHORIZFD. CONSTITUTFS CONSFNT TO THIS MONITORING.

Note: If you have an existing Login.gov account then sign into your existing
account.

UNCLASSIFIED
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Bl An afficial wehsite of the Linited States povermmmeent  Hene"s how you Kow' -

D LOGIN.GOW @

MWational Fire & Awviation Management
is using Login.gov to allow you to sign
in to your account safely and securely.

c. Create a Login.gov account by
Email address selecting Create an Account

Password

Create an acocount

UNCLASSIFIED
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d. Enter your email address.

Create your account

Note: We recommend using your
personal email address to avoid issues
with your organization blocking emails
from login.gov.

Selact your email anguage preferance

e. Select your language.

f. Check the ‘Rules of Use’ box.

g. Select ‘Submit’

UNCLASSIFIED
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Note: An email will be sent to
O LOGIN.GOV the email address entered in

Confirm your emall step 4. Note: Ensure all your

[hanks for submitting your email address. Please click the ink browsers are C|Osed before
below or copy and pasle the entire hnk into your browsear. This
nk will expire in 24 hours

proceeding.

Confirm email address h. Confirm Email

i. Go to your email account.

ii. Find the email from login.gov.

iii. Click on the ‘Confirm email
address’ link within the email that
you received.

UNCLASSIFIED
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& Fou hawve confirmed your ermail address

& o

Create a strong password
Create a strong password

Fassword

=il

i. Create a strong password.

Note: Password must contain at least 12 characters with a good or better strength rating (3 green bars) in order
to continue. REMEMBER YOUR PASSWORD

Note: Your password will not expire unless you change it. If you email address is invalid or not working any
more than it would affect your account with login.gov because you wouldn’t have a valid email.

J.  Select ‘Continue’

UNCLASSIFIED
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Authentication method setup

k. Select your 2" level authentication method: ‘TEXT or
VOICE MESSAGE’

i. We recommend using TEXT if
possible.
ii. Do not use web based VOIP phones.

Note: If you choose to use a different
authentication method, we cannot provide any
further guidance for you.

iii. You will be required to use this 2"
level of authentication each time you
log into LESO FEPMIS.

|. Select ‘Continue’

UNCLASSIFIED
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N srvamee m. Phone Authentication

I. Login.gov will send you a security code each

Q:i: time you sign in, so ensure you use a phone
number you have access to
ii. Message and data rates may apply. Do Not use a

Send your security code via text

message (SMS) or phone call web based VOIP phone service.

1= each time you sign in

Fhons mumiber

n. Enter your phone number.

Howi shadild vwe send you & code?

oMo i AW, 0. Select Text Message or Phone Call ‘We
| e | recommend text.’

p. Select send code.
| e Note: The Code Will Expire in 10 Minutes.

UNCLASSIFIED
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sl aia g. Enter your one-time security code that you
= R received either text or call (this security code will
it be sent to your phone each time you log in)
r. Uncheck ‘Remember this Browser.’

| Submit | s. Select Submit

| ﬂ Get another code

Entered the wrong phone number? Use an & phone ni

UNCLASSIFIED
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Note: You should see a confirmation
N from login.gov like this ‘A phone was

added to your account’ and the email

o address associated with your

" login.gov account.

You've created an account with

Login.gov t. Select Agree and Continue

wiilh famit_nite_tst

° e— Note: You have successfully created
a login.gov account and you will be
returned to Wildland Fire Application
Agree and continue Portal.

famit_nitc_tst wi 1

Note: You must now create an iNAP
account. Please Continue.

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS




New Login.gov, iNAP and FEPMIS User Guide

iNAP Setup

® O e

i X +

famauth-qa.wildfire.gov/in

FAMAUTH QA VERSION, USE ONLY FOR TESTING
Production l ildfire User notices

To login to your Wildland Fire Application please select one of the two tiles, Login.gov .
or eAuthentication: No notices today.

u. Select ‘Login.gov’

Public partners [ LOGIN.GOV Government @eAuth
Login.gov is a service that eAuthentication is the system

offers secure and private @ that allows users access to @
online access to government Wildland Fire Apps and

programs through a Private Services using government

Non-Federal account. clearance.

/A Upon logging in, you agree to the following information:

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18, United
States Code 1030,

This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or exceeds
authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses information or
prevents authorized use of (data or a computer owned by or operated for) the Government of the United States shall be
punished by a fine under this title or imprisonment for not more than 10 years, or both.

All activities on this system and network may be monitored, intercepted, recorded, read, copied, or captured in any
manner and disclosed in any manner by authorized personnel. THERE IS NO RIGHT OF PRIVACY ON THIS SYSTEM.
System personnel may give to law enforcement officials any potential evidence of crimes found on this USDA computer
system.

UNCLASSIFIED
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WEMD'

v i} v i v 7 v i |

S | e i ] Skt v. On the Wildland Fire Application

Interagency Cache Business System Interagency Fuel Treatment Decision Fire Ignition Points Website InciWeb Incident Information System
Portal Dashboard page, find the
J
v B v v i} v &

LESO FEPMIS Tile and select

:ﬁ% 10CS % [IRéc IROC LESO FEPMIS % NIFCSSO 73 ‘ACCeSS’
S . .
Incident Qualifications and Interagency Resource Ordering Law Enforcement Support Office NIEC Single Sign-On
Certification System Capability Federal Excess Property Management...

v ¥ v B v B v v

NIROPS )] NPSG e |5t oIS @ OLMS @
National Infrared Operations Website National 7-Day Significant Fire Organization Information System Operational Loads Monitoring System
Potential
v i} v i v o} v i

UNCLASSIFIED
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El

w. Select ‘Request access

Link user

(® We are unable to find a FAMAuth ser linked with your Login.gov account.
Ifyou have 3 FAMAUth user (previously known a3 INAP profile) already, enter the primary oran

3lternate e-mail address associated with your user.

Ifyou are a new user, you may request access.

E-mail address

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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x. Enter user information, All Fields are required unless noted as “Optional.”

iNAP Setup

Note: Ensure your email address matches in both E-Mail boxes (E-Mail box and the E-Mail Confirm box).

y. Enter Primary Affiliation ‘DoD Government’
z. Enter ‘Other’ and ‘LESO’ for Organizational Unit
aa. Enter ‘Other’ and your current agency for Agency.

bb. Select ‘Next’

F=2) m = s Integrated National Application Portal

Request access

Enter user information =

O Please enteryour full name as it appears on your Government D,

First name Middle name (optional) Last name
Job title (optional)
E-Mail
|
E-Mail confirm
Office number Ext(optional)  Mobile (optional) Fax (optional)

Primary affiliation

Part-time/seasonal

Primary affiliation

DOD Government

Organizational unit

P

Enter the organizational unit you are employed by. You may enter

Part-time/seasonal

Next

@ Search

TR all or part of the name. For example: Pacific Ranger District or

Pacific or Ranger District.

Other (not listed)

X

Other organizational unit

LESO

Agency

[0) Agency in this context is a general term for agency, department, interagency,
state, county, city or tribe

Other (not listed)

X

Other agency

‘ Your AgencyI

Cancel ]

UNCLASSIFIED

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS




New Login.gov, iNAP and FEPMIS User Guide

iNAP Setup

INAP] Integrated National Application Portal

) federal b . you must accept behavior m o accessto
Please read proceeding.

of I Security for Associate Forest Service Users of FS Systems

(FS) and USD

cc. Review/Read and Accept Rules of Behavior
(RoB) and select Accept

NOTE: RoB must be accepted to submit a
request for access. If you decline the RoB
you will not be allowed to proceed.

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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dd.Verify the requested application access and roles.

i. Application Access: LESO-Law Enforcement
Support Office
ii. Instance: PRODUCTION

iii. Request application role for LESO-PROD
(Standard)

iv. LESO Report Reader (default) is checked.

Request application access and roles

() Reguesting application access will result in a reguest to iINAR To request access to more than 1 application, please click the plus button below. Once
your request is reviewed, you will receive an e-mail. Blease do not submit further requests until you receive this e-mail.

Application access Instance(s)

LESO-Law Enforcement Support Office ! PRODUCTION V @@

Request application roles for LESO - PROD (Standard)

LESO Report Reader (default

LESO Report Writer

o
i)

UNCLASSIFIED
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@ Enter the contact who can validate your need to access this application.

s You CAN NOT validate yourself,

* Agency employees: enter manager or supervisor. ee. Enter contact information.

» Contractors: enter your government contracting office personnel.

Contact's first name Contact's last name . .
i. State Coordinators enter
_ _ your LESO East/West Lead
Job title Phone number Ext (optional) . .
ii. Law Enforcement Agencies
il enter your State Point of

Contact information.

ff. Select ‘Submit’

R

UNCLASSIFIED
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T . Select ‘No, Submit
Lsoa MRELM iNAP)| Integrated National Application Portal ?ngy requeSt.’

PORMATIC AEMENT

Confirm additional access
Do you want to request access to another application?

If 50, select Yes to return to the request form and use the + button to request additional applications).

Yes I| No, submit my request |I

Note: You will see this page
LeaVIHg INAP display. You have
successfully connected your

- new login.gov account to
v Your application access re_que.st{s) have been submitted to iINAP. You will receive your new iNAP account.
an e-mail when your application access request(s) is processed.

A Forincreased security, please close your browser window.

Note: STOP HERE, close your browser, and wait until the LESO HQ approves your account.
Once approved you will receive 2 emails. After you receive the emails, you will be able to

proceed.

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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Fram: donotreplyi@mail.nweg gov =donotre phy@mail.nweg. gove

Sent: Thursday, November 19, 2020 12:32:59 PM hh. Upon confirmation and approval of your
o: . . .
:ubject: iMAP User Account Information INAP requeSt by the apprOVIng OfﬂCIaI yOU

The user name for your standard iNAP User Account has been set to: flast Wi II receive m u Iti pI e ema iI messag eS from
After you receive your user name and passward, you may need te contact the application steward for d on Otre plv@ nwcq . q oV

the specific application you need access to. The Steward will establish your user roles for that

TRRCERD ISR ii. Up to 2 emails could be sent.

;l:;s“s a:aaLf:\zzla-tii;axlr!;,r'ﬁinfrated message. Please do not reply to this message. i- iNAP USGI"ACCOUHt |nf0rmati0n_
ii. Application Access for LESO-PROD

Approved.

| From: donatreply@mail. nweg.gov <donotreply@mail.nweg.govs
Sent: Thursday, November 19, 2020 12:32:59 PM

To: I

Subject: Application Access for LESO-TEST Approved

Your access request for LESO-TEST is approved.

This is an automatically generated message. Please do not reply to this message.
hrtps:ffnap. nweg.gov/NAPS

You have successfully connected your iNAP and LOGIN.gov accounts. This is a onetime process.
You must wait to receive email confirmation that your iNAP account has been approved to proceed.

The next time you attempt to login to LESO FEPMIS you will be Authenticated by login.gov two level
authentication and authorized by iNAP and then be redirected into LESO FEPMIS.

Note: You must completely CLOSE YOUR BROWSER down. To access LESO FEPMIS on your next login
attempt go to https://famauth.wildfire.gov/.

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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a. Go to: https://famauth.wildfire.gov/

b. Select Public Partners ‘Login.goV’

howyouknow WV

BWildlandFireApplicationPortal = WY e @ @ 9 P
4 N\ F
L
\ ¥

To login to your Wildland Fire Application please select one of the two tiles, Login.gov
or eAuthentication:

User notices

Application
Public partners I LOGIN.GOV Government @ eAuth FEMS
Login.gov is a service that eAuthentication is the system
offers secure and private @ that allows users access to
online access to government Wildland Fire Apps and FEMS
programs through a Private Services using government
Mon-Federal account. clearance. Provisional Data Sets (8/10/2023)

Provisional data sets are being used,

s L e ‘ operational decisions should be
/A Upon logging in, you agree to the following information: made with caution.

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18, United
States Code 1030.

This statute states that: Whoever knowingly, or intentionally accesses a computer without autharization or exceeds
authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses information or
prevents authorized use of (data or a computer owned by or eperated for) the Government of the United States shall be
punished by a fine under this title orimprisonment for not more than 10 years, or both.

All activities on this system and network may be monitered, intercepted, recorded, read, copied, or captured in any
manner and disclosed in any manner by authorized personnel. THERE IS NO RIGHT OF PRIVACY ON THIS SYSTEM.
System personnel may give to law enforcement officials any potential evidence of crimes found on this USDA computer

UNCLASSIFIED

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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D LOGIN..GOW E
@ @ @ Note: If you have not created a login.gov
National Fire & Aviation Management account yet stop and go to step 1 to create an
is using Login.gov to allow yvou to sign
in to vour account safely and securely. account'
Smonasores c. Enter your login.gov email address.
d. Enter your login.gov password.
[0 Show passward

e. Select ‘Sign in’

Note: A new one-time security code will be
sent to your phone, this is your 2nd |level of
authentication.

Create an account

[
X
1

§

UNCLASSIFIED
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Enter your security code
We sent a security code ta B i code will expire in 10

minutes.

One-time security code

ZSNHAT f. Enter one-time security code sent to your phone
(this security code will be sent to your phone
E!T'E"‘j‘&' this browser each time you |Og |n)

‘m \ g. Uncheck ‘Remember this browser.’

h. Select ‘Submit’

‘ =7 Get another code ‘

Don’t have access to your phone right now?

Choose another authentication method

Cancel

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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i. On the Wildland Fire Application Portal page, Find the LESO
FEPMIS Tile and select ‘Access’.

To access your Wildland Fire Application select one of the tiles below:

View as Q) Logos __ Tiles
v My production applications

LESO FEPMIS

\v4 My training applications

L4 wildland fire applications Filter | Filter tiles
Data Warehouse 73 DRONESIM w .3 EGP w» aISuie e-ISuite 17
Data Warehouse UAS Training, Flight Simulator Enterprise Geospatial Portal e-ISuite Enterprise
v i v fir v = v =

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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Note: If the Rules of Behavior screen does

st 1wl erase the PH or regaiie wwilles pemnlsaion from sy sugendsar b

et not show go to step (t.)

nawe when srasing FIL that the aci i property legged 5o thal the locaios of e Pl

3 kenper b racked

R R b j. Read and Select ‘Accept’ the Rules
. --.:-:'era!‘!: L ul !':T.E aLeess :-.I'l.l.l.ulliri.ﬂ:-\.f:.'k?.‘:ﬂl..l'::l.tl!'.s wifvoad s, whic Of Behavior.

war sione their ioken with or mear 3 laphap o cther porabie compuier thal coslains
Pl of |5 used for P access.
|I:.--\.-'|-:r'|

» Maver mat thae ioker wth any mioreston such 5= names

R e Note: You will receive a message on the screen

* Hmpor] any possibie, suspecied, o aciual loss of F1 or any devoe conlanmg Bl
thin 15 imerahes of SEcowry o v ardbicam of B e of day th t I H 'NAP

* Fhysitaly sapsre 3l portabis e zning FIl. 1 wil ok up laptops using a a you are eaVI ng | "

caitle [nck when They are nod in use, noiudng when they 2re wihin their home
shicke, of hobel roam. | wil lock small desizes i secure Contamens when they ane

ol m e g eieaEk

r Encrypl P wwhen # o placsd ondo remareatie msde such as Cls “Sami thress o
memry Shcks, and shen K B remassd Bom agency premises
o Llmek

s T S i Note: Unfortunately, due to security issues you will

1 understand that any use of FS commenicatons sesounces generaly | nat secure, that it s rot

have to log back in after accepting the Rules of

SRR Behavior. Close your Browser and go to the next
[ oewe ) slide.

bn Portal

Leaving iNAP

o Puales of Bebvior Acteptedl Please return 1o FAMAR Lo Comtinie,

& Fow ingressed cecuily, plesse dose vour Beoveer ek

UNCLASSIFIED
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k. Go to: https://famauth.wildfire.gov/

|. Select Public Partners ‘Login.goVv’

~

2 BW\ldlandFireApplwcatwonPortal o YT e@ @ &

FAMAUTH QAVERSION, USE ONLY FOR TESTING

User notices
Tologin to your Wildland Fire Application please select one of the two tiles, Login.gov
or sAuthentication

Public partners

No notices today.

U LOGIN.GOV

Government

@eAuth

rough a Private
Non-Federal account.

on is the system
ers access to

vernment

authorized

prevents

All activities or

manner and di

any manner by authorized p

NO RIGHT OF PRIVACY ON THIS
System personnel may give to law enforcement officials idence of crimes found on this USDA computer
system.

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS

WARFIGHTER ALWAYS
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EE Anofficial website of the United Stabes governmeent  Hers's how you know -
D LOGIN.GOWV ﬁ
National Fire & Aviation Management m. Enter your |Og|ngov
is using Login.gowv to allow you to sign .
in to your account safely and securely. Emall addreSS
Email address
n. Enter your login.gov
[1 Show password
Po— = Password.

I Sign in I

Create an account

E | 0. Select ‘Sign in

i
Iy
§

UNCLASSIFIED
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Enter your security code
We sent a security code to B - code will expire in 10

minutes.

One-time security code

p. Enter One-time security code sent to your
FenHa phone (this security code will be sent to your
phone each time you log in)

Rfmember this browser

m d. Uncheck ‘Remember this browser.’

r. Select ‘Submit’

| & Getanother code

Don’t have access to your phone right now?

Choosze another authentication method

Cance

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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s. On the Wildland Fire Application Portal page, Find the LESO
FEPMIS Tile at the top of the page under ‘My Applications’ and
select ‘Access’.

To access your Wildland Fire Application select one of the tiles below:

View as Q) Logos «  Tiles
v My production applications

My training applications

AV Wildland fire applications Filter | Filter tiles
Data Warehouse ® DRONESIM ® @ EGP 75 w1gale e-ISuite 7
Data Warehouse UAS Training, Flight Simulator Enterprise Geospatial Portal e-ISuite Enterprise
v i v i} v B 2 B
UNCLASSIFIED

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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t. Onthe LESO FEPMIS: Initial login Select ‘NEW USER’

If you zre an existing LESO FEPMIS user you must link your iNAP zceount to your LESO FEPMIS account for historiczl 2nd audit purposes. Please select 'CURRENT USER

LESO FEPMIS CURRENT USER

If you are new LESO FEPMIS user you must create a new LESO FEPMIS account. Only create 2 new account if you have nS'E' used LESO FEPMIS before
MNEW USER I

Email: LESO@DLAMIL
Phone: 800,532,546
431

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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LESO FEPMIS: Create LESC FEPMIS Account User ID: Not Logged In

# Please enter your information

A o Note: If you are not a NEW
e FEPMIS User then stop and

TR | T

ser Last ame: ° : go to the existing user guide.
R A u. Enter user
Phane: 300,542 9548 Address 2: : :
For Se5 061 1131 Do information.
:BEGI}EEIE:?(-’:-"? State: * hd
Zip Code: ‘ )
Telephone v. Select ‘Create

Telephone Mumber
Extension:

il 1 Ou. Note: all fields with an * are
Email Address: * reqUired-

& Fields marked with "' are required

I Create Iﬂack

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS
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User ID 'N7018' was

our State Contact that you have successfully created a new FEPS

GOVERNMENT WARNING

%’évumue"“‘ﬁ&
fi 5 Dey
nd accept h‘.s -?GE De‘:f“ and/or networks. This acknowledgement must be completed annualfy me*ee‘re‘ By accepting the RoB

eaf Aﬂ!ﬂd;s of, USG RoB. The USG RoB cannot account fm every pos: me ituation. Therefore, where the USG RoB doss not provide explicit guidance, persor use their best judgment to
— e e set Forth m the standar + to guide their actions.

You are accessing a USG IS that is provided for USG-authorized use only.

Email: LESO@DLAMIL BN UISG s it he mociiored o ol lewt pirpos s, inckiding btk k] b e 1o s Bt HGTiZed, i marisqgiment o e Satein, 5 et protcior againat it Horizod acomss &1 €6 ey B procadiam G va
e AnD 5045 and eperational security. Any infermation on this computer system may be examined, recorded and copied and used for authorized purpeses at any i W eC t e OX to
Fax: 269.961.4431 .

1A Help All information, including persanal information, placed or sent over this system may be monitored, and users of this system are reminded that such monitoring does occur. Therefore, there should be no expectation of privacy with respect to use of
(866) 224-7677 Hus system

By logging into this Information System, you acknowledge and consent to monitoring of this system, Evidence of yaur use, authorized and unauthorized, collected during monitoring may be used for civil, criminal, administrative, or other adverse
action. Unauthorized or illegal use may subject you to prosecution.

By using this IS (which includes any device attached to this IS), you con

e Rules of Behavior .zcs) for Usai :‘a u.s. rsmmen: (USE;N’; 05 the ruies that goven the sppropriste L formation resources for Department including federsl employees, contractars, and other
A res ms,

ent to the following conditions:

.
- USG may intercept and monitor communications on this IS for purposes ind but not limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct {PM), law enforcement (LE), and
counterintelligence (CI) investigations.

- Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.

- This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.

Asa User:

L. T will NOT attempt to access information or information systems for which access has not been authorized;

] J
2. T will NOT share passwords;
3. Lwill NOT provide my pass\mrd to anyone, including system administrators .
o U

e another person's account, identity, password/passcode/PIN, or PIV card;

passwords and access numbers from disclosure;

5. I will promptly change a password whenever its compromise is known or suspected to have occurred;
7. L will NOT attempt to bypass access control measures;

8. I will protect sensitive information from disclosure to unauthorized persons or groups;

nderstand that failure to comply with the Rules of Behavior could result in verbal or written warning, removal of system access, reassignment to other duties, criminal or civil prosecution, or termination,

Acknowledge ) fl Decline )

You have successfully created a LESO FEPMIS account and your login.gov, iNAP and LESO
FEPMIS accounts are all linked together. The next time you login you will go directly into the
LESO FEPMIS application from login.gov.
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FEPMIS Setup

[l LESO FEPMIS: Initial Login  User ID: Not Logged In You Must now

Yt;u.r.al.:m.ul.l;. I;as.h.eer; u;ad.a.te.d a.nd.f‘.::.n .I\a.\.re.l..\e.en .Io.g.g;&d .ol.f,. - Close your browser completely or you
You MUST CLOSE your browser down completely and reconnect through iNAP. m i g ht have browser cache issues .

Contact your State Point of Contact to

assign you to a Station and new user
roles.
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FEPMIS Login

3. Logging into FEPMIS account for first time after
setup.

Note: This will be your access point for a LESO
FEPMIS from now on so you can bookmark this page.

a. Go to: https://famauth.wildfire.gov/

b. Select Public Partners ‘Login.goVv’

ZE An officisl wabsite of the United States govemment  Here's how you know V'

ﬁWild[andFireApplicationPortal ‘ LI gf # @ g:],

s ~ ‘-\"‘__ i
T g

To login to your Wildland Fire Application please select one of the two tiles, Login.gov
or eAuthentication:

User notices

Application
Public partners ) LOGIN.GOV Government @eAuth FEMS
Login.gov is a service that
offers secure and private @
online access to government
programs through a Private
Non-Federal account.

eAuthentication is the system

that allows users access to @
Wildland Fire Apps and

Services using government

clearance.

FEMS

Provisional Data Sets (8/10/2023)

Provisional data sets are being used,
o — " operational decisions should be
/\ Upen logging in, you agree to the following information: L

Unauthorized access to this United States Government Computer System and software is prohibited by Title 18, United
States Code 1030.

This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or exceeds
authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses information or

prevents authorized use of (data or a computer ewned by or operated for) the Government of the United States shall be
punished by a fine under this title erimprisonment for not more than 10 years, or both.

All activities on this system and network may be monitored, intercepted, recorded, read, copied, or captured in any

manner and disclosed in any manner by authorized personnel. THERE IS NO RIGHT OF PRIVACY ON THIS SYSTEM.

UNCLASSIFIED
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FEPMIS Login

SE Anafficial websibe of the United States govermment  Hers's how you knaw

D LOGIN.GOV g

8 e &
National Fire & Aviation Management

S s i . Note: If you have not created a login.gov account
is using Login.gov to allow you to sign
in ro your account safely and securely. yet Stop and go to Step 1 to create an account_

Email address

c. Enter your login.gov Email address.

[] Show password
[T —

d. Enter your login.gov Password.
I Sign in I

Create an account

e. Select ‘Sign in’

F
Iy
8

UNCLASSIFIED
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FEPMIS Login

Note: A new one-time security code will be sent to your phone, this is your 24 level of
authentication.

Enter your security code

We sent a security code to [INNGNG@B. This code will expire in 10

minutes.
s s f. Enter one-time security code sent to your phone (this
ZSNHAD security code will be sent to your phone each time

T you log in)

| &’ Getanother code |

g. Uncheck ‘Remember this browser.

h. Select ‘Submit’

Don’t have access to your phone right now?

Choose another authentication method

Cance

UNCLASSIFIED
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FEPMIS Login

i. On the Wildland Fire Application Portal page, Find the LESO
FEPMIS Tile at the top of the page under ‘My Applications’ and
select ‘Access’.

To access your Wildland Fire Application select one of the tiles below:

View as O Logos | Tiles [FXSSIeS
v My production applications

LESO FEPMIS

y training applications

AV Wildland fire applications Filter | Filter tiles
Data Warehouse 7 DRONESIM % ’f*\; EGP 172 asse e-ISuite %
Data Warehouse UAS Training, Flight Simulator Enterprise Geospatial Portal e-ISuite Enterprise
v i v i v B v i
UNCLASSIFIED
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FEPMIS Login

j- Once you click Access you will be directed to LESO FEPMIS

WENT S,
SN S,
R %

LESO FEPMIS
DSF0000
Vourlas logon vas on: 02/16/2022 05:34:20

S, The Law Enforcement Support Office (LESO) has adopted the Federal Excess Property Management

,§° ”?;“ Information System (FEPMIS) as the automated property management system that will be used to
H % provide accountability and management for property requisitioned through the Department of [Alerts
3, , Defense (DoD) Defense Logistics Agency (DLA) Disposition Services 1033 Program. Foxcall LESO/ PP cStats Conrhfntor,

**ATTENTION LESO FEPMIS USERS**

**Commerce Control List (CCL) Items **
Upon title transfer of property, LEAS will consult with Departments of State and Department
lof Commerce Export Control Regulators about the type of export controls that apply to the
iitem, regardless of DEMIL code. LEAs may request a formal Commodity Classification from
the Department of Commerce, Bureau of Industry and Security, or submit a General
(Correspondence request to the Department of State, Directorate of Defense Trade Controls.

Information on managing exports of Commerce Control List (CCL) items can be found at the
Bureau of Industry and Security (BIS

= RNING -
DEATH OR SERIOUS INJURY COULD OCCUR
DOD DLA Disposition Services LESO *£% ALERT $2%

Training Matarial) Find Your State Coordinator: and Other Helpful Information DEATH OR SERIOUS INJURY OR DAMAGE TO EQUIPMENT COULD OCCUR

Email: LESO@DLAMIL
Phone: 500.532.9946 se External Business Portal PREMATURE SIDEWALL BLOW-OUTS IN GOODYEAR WRANGLER MT/R TIRES ON THE HMMWY AND M1101,
Fax: 269.961.4431

DLA Entery

M1102, HEAVY CHASSIS TRAILERS.
11A Helpdesk
(866) 224-7677 DLA AMPS

Only the Goodyear Wrangler MT/R is affected by this message: 37x12.50R 16.5LT Goodyear Wrangler MT/R
3 = = = (Load Range D Tire NSN 2610-01-541-4090 used on Tire/Wheel Assembly NSN 2530-01-558-2138) and
B At | (L02d Range E Tirc NSN 2610-01-563-8328 used on Tire/Wheel Assembly NSN 2530-01-563-8620)-
=52 ALERT 22%

NOTE: THE USDA IS NOT RESPONSIBLE FOR THE ABOVE LINKS. DO NOT CONTACT THE LESO FEPMIS 1IA HELPDES!

SETa - ATTENTION -

Ly ALL USERS REQUIRE TWO-FACTOR AUTHENTICATION USING

Password Reset: 866.224.7677 opt 1 LOGIN.GOV FOR CONTINUED ACCESS

LESO FEPMIS - 11A Helpdesle Online — =
/ALL USERS REQUIRE TWO-FACTOR AUTHENTICATION USING LOGIN.GOV FOR CONTINUED

Providing Support To America's Law Enforcement Community Since 1997 ACCESS

EAMWER ### 07-Mar-2022 s a target date and subject to change# #

nd LESO

uidance bo you by the end of
rst week in March please reach out to your State POC
ot the heipdesk. Only reach out to the help desk if you have issues during your switch to the new.
application.

Contact your State Point of Contact for more details.

You have completed the login process for FEPMIS.

UNCLASSIFIED

PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS




UNCLASSIFIED

UNCLASSIFIED
PEOPLE % PRECISION % POSTURE % PARTNERSHIPS WARFIGHTER ALWAYS




	Slide Number 1
	New Login.gov, iNAP and FEPMIS User Guide�
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	New Login.gov, iNAP and FEPMIS User Guide
	Slide Number 38

